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Emulators
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 “Run this ARMG64 binary on an
x86_ 64 machine”

» “Play this GameBoy ROM in a
browser”

Nintendo GAME BOYTM

. 6
°

o Useful:

* Jesting

Stop Upload ROM Enable sound

demos/cgb-acid2.gbc Load
demos/dmg-acid2.gb Load
demos/gejmboj.gb Load

* Debugging

| egacy + Future



Emulators

ARM64 Software

WILL NOT EXECUTE

x86 64 Hardware



Emulators

ARMG64 Software

' ARM64 Hardware
. x86_64 Software
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x86 64 Hardware



Instruction Set Architecture

» Definition of interface between
hardware and software A M D a I n te I@
* |nstructions
 How do you decode them?
« How do you execute them?
 Registers :
« Memory ‘
* Other misc. state and
behaviours (exceptions, etc)




Existing Emulators



QEMU Captive

* \ery popular emulation tool  New research tool
* Full-system or userspace * Full-system emulation
e Fast! e Faster than QEMU!

 Hardware-accelerated guest
memory translation



Manual Architecture
Implementations

wae Libipt:
packet: ({Fachet, PackstDecoser),
N Configdulider, Prirror(ose,

e mmemapl : MmapMet;
wsa stdi:{erwiiargs, fs::File, time::Instant);

nosain() |
et path = argsil.stip(l).next () umwrapl);
Lot file = Files:eptions()
readitrue)
owriteltrue)
.createl trac)
~openiboeth)
urwrapl );

lat sut data « wncate { Mgt mop met(Sfile) }
~urwrap_or_olsel |e| panici(*failed to wap (path:7): (e:2)"));

Lot sut sem; Ut = 4
Lot st simulated ringtut a « wec!ll:
lat sut similated ringbuf b « wec!ll:

let start = Instantiinew();

GALA. NS AUT{LEZE » 1026 = 312).Ter_eachi ¢]
sisulated_ringbef 2. extend from slice(c):

Tet reod = decodellat sum, Gt sisuloted_rirgbuf_al;

slsuleted ringbef bocloer();
siaulated_ringbef buextend from slice(bsimglated ringbut alread..));
y stdiineniisapléaut simelated risgauf 3, Geut sisulated rirgbuf b);

Lot end « Instantiisow();

prntlat|
*{:.2) Gy, {sem)*,
data.lanl) as #64) / ((end ~ start).mn_rmroni] m f84)

)

n cecode(sum: Saut utd, duf: ewt [w8l) -> usize (
Lot sut decodmr = PacketDecoder: snewAConf igbus Lder: snewibuf)  umerapd ). fanssh () ), snwrapl )3
decoter . sync_Terward() .unrapl):
assert_eq!(decedar. sync_stfset() .omwapl}, 3);

Wwep (
satch decoder.next() {
Ok(Packet1iPtuiioner) ) «» osum « sun.wraoplag add(ioner. payloaal ),
k() w
Crrie) = match e.code() {
PilrrorCoder iBos we return dbg!ldecoder, syrc_of fseti) wwrap() a3 wslzel,
_ = panici{"{e: 7)),
k.
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Sail

* Language for formally specifying an
ISA

* |mperative, functional elements,
advanced type system

* Formal verification research
 ARM->Sall

* RISC-V

 Many existing models

e Correct

Sail

a domain-specific language
for instruction set architectures




Sail ISAs

decode (opcode: u32) { .. }

v

decode add(opcode: u32) { .. }

\ 4

execute add(src: u4, dst: u4, 1mm: ud) { .. }



Sail Emulators

e Sail compiler C backend

. 9
o Slow interpreter I
e 2000x slower than QEMU a I
. . a domain-specific language
Pydrofoll for instruction set architectures

» Faster, uses Python JIT

e 300x slower than QEMU



Why the speed difference?

* Interpreters (slow)
* Fetch, decode, execute loop

e 1 emulated instruction -> 1000-10000s real
Instructions

 Repeated for each instruction
 Dynamic binary translators (fast)

e Fetch, decode block of instructions

* [ranslate block using a Just-In-Time compiler to
native machine code

* EXxecute native code every time we see emulated
block



Why the speed difference?

fn add(a: ue4, b: ub4) -> ubs {
e Interpreters (slow)

a+b
 Has to be generic over every variant
 Dynamic binary translators (fast)
 Know constant information
fn add(a: ue4, b: u4 = 5) -> ub4 {

a+ 5



How can we extract functional
elements from a formal model for
fast emulation?

Fast execution Automatic implementation




lcewind:
A DBT for Salil

ARM64 Software

ARM64 Sail Model

oo Brig DBT >

Compiler

f
. |
add (Rd, Rm, Imm) { Boreahs : Emulated
|
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Borealis




Compilation Steps

Salil

add(Rd, Rm, Imm) {
Rd = Rm + Imm

}

compiled to

JIB

Sail compiler

let r = read reg(Rm);
sum = add(r, Imm);
write reg(sum, Rd);

Borealis compiler

converted to

Graph IR

>

1

optimised and
converted to

SSA IR

h‘_

s0:

sl:
:>52:
s3:

constant 0x3
read-reg Rm
add s0 sl
write-reg Rd s2




Why all the IRs?

 Can’t modify JIB data structures
due to being encoded in OCaml

 Graph IR bridges gap between
JIB and SSA IR

e Control flow optimizations
 Compiler built-ins

o Structs, unions, enums, reals,
strings, casting, bitvector
monomorphization



Brig



Brig Overview

Emulated ARM64 Machine

Brig
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decode (opcode: u32)

¢ Sequence of statements that
represent how an instruction decode add(opcode: u32)

should be executed

execute add(src: ud, dst: ud4, imm: ud)

Execution

sO: read-var 1imm

sl: read-reg src

s2:. add sO sl

S3: Write-reg dst s2



Interpret

sO: read-var 1imm

sl: read-reg src

s2:. add sO sl

s3: wWrite-reg dst s2



Interpret

s@®: read-var 1mm

sl: read-reg src
s2:. add sO sl
s3: wWrite-reg dst s2



Interpret

s@®: read-var 1mm

sl: read-reg src
s2:. add sO sl
s3: wWrite-reg dst s2



Interpret

s@: read-var 1mm

sl: read-reg src

s2: add s0 sl
s3: wWrite-reg dst s2



Interpret

s@: read-var 1mm

sl: read-reg src

s2: add s0 sl
s3: wWrite-reg dst s2



Interpret

s@®: read-var 1mm

sl: read-reg src
s2: add s0 sl

s3: Write-reg dst s2



Interpret

s@®: read-var 1mm

sl: read-reg src
s2: add s0 sl

s3: Write-reg dst s2



Interpret

s®@: read-var 1mm
sl: read-reg src
s2: add s0 sl

s3: wWrite-reg dst s2



Interpret

sO: read-var 1mm =3
sl: read-reg src =8 _
s2: add sO sl _ 11 Simple, but slow

s3: write-reg dst s



Translator

e Build tree of nodes ,
execute add(src: ud, dst: ud4, imm: ud)

» Collapse tree lazily <0 read-var imm
_ _ sl: read-reg src
* Only capture logic that has side- 7. add <0 <1

effects s3: write-reg dst s2



Translator

sl: read-reg src
s2:. add sO sl
s3: wWrite-reg dst s2

read-var
Imm



Translator

sl: read-reg src
s2:. add sO sl
s3: wWrite-reg dst s2




Translator
s@®: read-var 1mm

sl: read-reg src

s2: add s0O sl
s3: wWrite-reg dst s2

read-reg

SIC



Translator
s@®: read-var 1mm

sl: read-reg src
s2: add s0O sl

s3: wWrite-reg dst s2

3 read-reg
Src

) | 4




Translator
s@®: read-var 1mm

sl: read-reg src
s2:. add s0O sl

s3: wWrite-reg dst s2

3 read-reg
Src

) | 4




Translator
s@®: read-var 1mm

sl: read-reg src
s2:. add s0O sl

s3: wWrite-reg dst s2

read-reg
Src

mov $3, vO




Translator
s@®: read-var 1mm

sl: read-reg src
s2:. add s0O sl

s3: wWrite-reg dst s2

mov $3, vO
mov Ox8(%rbp), vl




Translator
s@®: read-var 1mm

sl: read-reg src
s2:. add s0O sl

s3: wWrite-reg dst s2

read-reg

mov $3, vO
mov Ox8 (%rbp), vl
add v0O, vl




Translator
s@®: read-var 1mm

sl: read-reg src
s2:. add s0O sl

s3: wWrite-reg dst s2

mov Ox8 (%rbp), vl

x k add v0O, vl

n mov v1, Ox1l6(%rbp)




Translator

mov
mov

add
mov

$3, %rax
Ox8 (%rbp), %rbx
rax, %rbx

Brbox, Ox16(%rbp)



Constant Folding

4

) |




Constant Folding




Short-circuiting
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Short-circuiting




Side-effects
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Side-effects
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Side-effects

write-mem



Translator
s@®: read-var 1mm

sl: read-reg src
s2:. add s0O sl

s3: wWrite-reg dst s2

mov Ox8 (%rbp), vl

x k add v0O, vl

n mov v1, Ox1l6(%rbp)




Borealis compiler

JIB SSA IR

Optimised and : constant 0x3

Sall

add(Rd, Rm, Imm) {| compiledto let r = read reg(Rm); converted to

Rd = Rm + Imm sum = add(r, Imm); > converted to SISl read-reg Rm

} write reg(sum, Rd); : add s0O sl
- : write-reg Rd s2

Sail compiler

compiled as

GCC library of

ARMG64 binary

mov x0, #1 Emulated ARM64 Machine Bri
mov x1, #1 g

C corpp_ﬂah_on, LOOP -
int a = 1; optlrglsatlon, cmp x1, #10 exetc):uted
for (int i = 1; i <= 10; i++) { codegen beq END y

a=a-+ i;
} add x0,x0,x1

add x1,x1,#1

emulated )
by unikernel

< DBT

Serial
port

\4

ARM64 Core

ISA module T

b LOOP

’--_-§

END:
ret




Mean Execution Time (seconds)

Results

Benchmark Execution Time by Emulator
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Results

Relative performance of Icewind to QEMU and Pydrofoll

Benchmark QEMU Pydrofoil
Linux boot 0.01 10.86
mcf 0.55 71.67
x264 0.13 88.18
deepsjeng 0.36 41.13
leela 0.57 131.57
Xz 0.39 40.08
Geometric Mean 0.20 49.60
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Results

lcewind is an automatic emulator that is:

e ~200x faster than the built-in Sail emulator

« ~50x faster than the fastest automatic emulator

e ~5x slower than the fastest manual emulator

53
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#[derive(Debug, Clone)]

3 Implementations

m Statement {
VariableDeclaration {

name: InternedString,
typ: Shared<Type>,

expression: Expression,
value: Shared<Value>,

},
FunctionCall {
expression: Option<Expression>,
name: InternedString,
arguments: Vec<Shared<Value>>,
},
Label(InternedString),
Goto(InternedString),
Jump {
condition: Shared<Value>,
target: InternedString,

},
End(InternedString),
Undefined,
If {
condition: Shared<Value>,
if_body: Vec<Shared<Statement>>,
else_body: Vec<Shared<Statement>>,
},
Exit(InternedString),
Comment(InternedString),

Panic(Shared<Value>),

#[derive(Debug, Clone)]
4 Implementations
m Value {
Identifier(InternedString),
Literal(Shared<Literal>),
Operation(Operation),
Struct {
name: InternedString,
fields: Vec<NamedValue>,

value: Shared<Self>,
field _name: InternedString,
},
CtorKind {
value: Shared<Self>,
identifier: InternedString,
types: Vec<Shared<Type>>,
},
CtorUnwrap {
value: Shared<Self>,
identifier: InternedString,
types: Vec<Shared<Type>>,
},
Tuple(Vec<Shared<Self>>),
VectorAccess {
value: Shared<!
index: Shared<!
},
VectorMutate {
vector: Shared<Se!
element: Shared<Se

index: Shared<!

86BF24897CE77016:

goto finish_match_108146;

/D7C21A9B9598844 :

goto end_block_exception_108154;

CDF16C86B495(CD65 :
goto case_108150;

case_108150:
164 u#6926;
u#6920 = VL;
bool gs#175668;

gs#175668 = eq_int(u#6926, 2048);

if (1gs#175668) {

goto A634375DDD967C47;

} else {

goto 91B55C1B85644B17;

91B55C1B85644B17:

goto C386B32AA9BACYDEE;

C86B32AA9BACY/DEE :
164 gs#92495;
gs#92495 = 2048;

gs#175663 = execute_LDNT1B_MZ_P_BR_4(gs#92495, esize, g,
1f (have_exception) {

goto AA1692C7F8B7BF32;
} else {

goto AE49A8E66F23B572;



function decode_aarch32_instrs_VCMP_Alenc_A_txt(cond: u4, D: ul, Vd: u4, size: u2, E: ul, M: ul, Vm: ud) -> QO :
block 0x1:
s@: const #O) : O
sl: call ConditionPassed(s@)

#[derive(Debug, Clone, serde::Serialize, serde::Deserialize)] s4: branch s1 ? block 0x2 : block 0x11
o Implementations
m Statement { block 0x11:
Constant { s@: const #O) : O
typ: Type, sl: write-var return:() <= s0:0)
value: ConstantValue, s3: return s0
g block 0x2:

ReadVariable { s@: read-var cond:u4
symbol: Symbol, sl: const #15u : u4
}, s2: cmp-ne s@ sl
s6: assert s2
WriteVariable { s8: read-var size:u2
i RapSymea & s9: const #0Qu : u?2
value: Ref<Statement>,
s10: cmp-eq s8 s9
s13: branch s10 ? block @x5 : block @x16
ReadRegister { block 0x16:
typ: Type, s@: read-var size:u2

I

sl: const #lu : uZ2

s2: cmp-eq s0O sl

s5: branch s2 7?7 block 0x5 : block 0x19
offset: Ref<Statement>, block 0x19:

I s1@: read-var size:u2

s1ll: const #lu : uZ

sl2: cmp-eq s10 sl1i

sl4: branch s12 ? block @x8 : block @xb

WriteRegister {

block 0xb:
sZ2: read-var E:ul
offset: Ref<Statement>, s3: const #1u : ul

value: Ref<Statement>, s4: cmp-eq s2 3
. s5: write-var quiet_nan_exc:ul <= s4:ul
ReadMemory { s8: const #lbs : 164
offset: Ref<Statement>, s9: write-var esize:i64 <= s8:164
size: Ref<Statement>, s10: const #0s : i64
;;iteMemory ‘ s18: write-var d:i64 <= s10:164
offset: Ref<Statement>, s19: const #0s : 164
value: Ref<Statement>, s27: write-var m:164 <= s19:164
s28: read-var size:ul2
s31: const #lu : uZ
s32: cmp-eq s28 s31
s35: not s32

s36: branch s35 ? block @xc : block 0x14




