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Abstract

In today’s interconnected world, distributed systems rely on communication protocols to coordinate interactions – systems range
from trading (e.g. FIX [1]) to IoT (e.g. MQTT [2]). As systems evolve, verifying implementations becomes difficult because of
message ordering bugs, deadlocks, and protocol mismatches, which cause severe failures. The Knight Capital incident (2012)
[3] is an example: an update failed to reach one server, which executed a stale protocol and emitted unexpected messages,
causing $440 million in losses in 45 minutes. Reports attribute the incident to human error, as there was no mechanism to
automatically check code conformance to the new design. A related failure occurred at Nasdaq during Facebook’s IPO [4],
where faulty transaction choreography led to starvations and deadlocks, with Nasdaq paying $10 million.

Such errors arise not only from incorrect designs but also from ambiguity in natural-language specifications, which can
be misinterpreted even when code appears correct. Multiparty Session Types (MPST) [5] address this by providing a formal
framework to specify and statically check protocols, enforce specified patterns across multiple participants, while guaranteeing
liveness and deadlock-freedom before execution.

Promising efforts to bring formal methods into industrial software development, include temporal logic at AWS [6] and MPST-
based tools in several projects [7, 8], which generate code from protocol specifications for languages including Scala [9], Java
[8], and OCaml [10]. However, adoption is still limited because some tools provided weak code-conformance support, as-
sumed reliable processes, and impose usability barriers (requiring specialist expertise to understand the generated code and
the practice of treating protocol specifications as write-once artifacts, which makes subsequent development difficult). While
recent advances support conformance checking and fault-tolerance semantics [9], there are still barriers. Our research targets
these, aiming to lower the entry cost, decreasing reliability assumptions, and supporting simpler modeling of complex patterns.
For example, our toolchain [11] propagates protocol-level annotations into generated code skeletons so the compiler guides
developers to fill in missing details (which also allows us to refactor existing code skeletons leaving concrete implementations
untouched), and it supports semi-automatic refactoring to introduce fault tolerance into protocols originally designed for reliable
processes.

Currently our toolchain supports straightforward protocol structures, but many distributed systems use more advanced mech-
anisms such as interrupts – for example, parallel farm-like protocols that drop stragglers [12] and ACID transactions that roll back
on interruption [13]. Demangeon et al. [7] address interruptible protocols, but their approach can create orphan messages, lacks
true recovery, and relies on atomic all-or-nothing interrupt multicast – which can leave participants inconsistent in faulty settings.

In our current work we aim to support fault-tolerant interruptible protocols in more realistic settings. Building on [7], we
introduced a more expressive, language-level abstraction for interruptible blocks with recovery in Scribble [14], together with an
encoding into established constructs. This removes the need for atomic all-or-nothing interrupt multicast assumptions, avoids
orphan messages, and preserves state consistency. This is ongoing work; next we plan to provide correctness proof of the
encoding, extend the encoding with parallel composition (e.g. [15]), and integrate our fault-tolerance refactoring [11]. We will
evaluate the approach against benchmark implementations under both normal and faulty conditions.
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