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Background



• “Run this ARM64 binary on an 
x86_64 machine”


• “Play this GameBoy ROM on my 
laptop”


• Useful:


• Testing


• Debugging


• Legacy + Future

Emulator



• Testing software for embedded 
devices is hard


• Cross-compile and stub “real” 
things


• Manual testing


• Automatic testing

Problem

“Here's how I juggle embedded projects (home office/workspace tour)” - Jay Carlson



• Emulation


• Subject 1000s of emulated 
devices to different conditions


• Property-based + fuzz testing


• *real* unmodified firmware 
shipped to customers

Solution



• Interface between hardware and 
software


• Instructions


• How do you decode them?


• How do you execute them?


• Registers


• Other misc. state and 
behaviours (exceptions, etc)

Instruction Set Architecture
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Instructions
Register contents

L1/2/3 cache
Instruction latencies

μarch state
μop cache

Hardware bugs

Memory contents

Pending interrupts

The ISA-berg



• Language for formally specifying 
an ISA


• Ergonomic, and expressive 
language


• ARM->Sail


• RISC-V


• Industry adoption!


• Slow*, 30 mins to boot Linux :(

Sail



• C-like language


• GenSim toolchain, Captive DBT


• Very fast, boots Linux in 
seconds!


• Handwritten models:


• Slow


• Error prone

GenC



Why is Sail slow and GenC fast?

• Sail compiles to an interpreter:


• Fetch, decode, execute


• 1 guest instruction -> 100-1000s host instructions


• GenC compiles to a dynamic binary translator


• Fetch, decode many instructions


• Translate basic block using a Just-In-Time compiler 
to native machine code


• Execute native basic block


• Captive DBT uses hardware acceleration
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GenC Architecture 
Description

Sail Architecture 
Description

GenSim ToolchainDynamic Binary 
Translator
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GenC Architecture 
Description

Sail Architecture 
Description

GenSim ToolchainDynamic Binary 
Translator

Borealis

I made this!



add(Rd, Rm, Imm) {
    Rd = Rm + Imm
}

Sail

Sail compiler

GenC

GenC_SSA

C++

Captive DBT

t0 = read_reg(Rm)
t1 = Imm

t2 = add(t0, t1)
store(t2, Rd)

JIB
BOOM

Borealis compiler

ArchSim
toolchain

compiled to converted to optimised and
converted to

lowered
into

optimised
and

emitted as

compiled as
component

ofint a = 1;
for (int i = 1; i <= 10; i++) {

a = a + i;
}

C

Aarch64 assembly
mov x0, #1
mov x1, #1

LOOP:
cmp x1, #10
beq END

add x0,x0,x1
add x1,x1,#1
b LOOP

END:
ret

GCC/Clang/etc

compilation,
optimisation,

codegen
Emulated

by
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Raising Control Flow



if

then else



“Just recurse”
Naive Approach
fn print_block(block) {
    print_statements(block.statements());
    

match block.terminator() {
Some(Condition(value, target, fallthrough)) => {

print(“if {condition} {”);

print_block(target);

print(“} else {“);

print_block(fallthrough);

print(“}“);
}

Some(Unconditional(target)) => {
print_block(block);

}

None => // do nothing
}

}

if

then else

 explosion!2n



01D24E1718215FA7

ga#59655: bool
ga#59655 = ConditionPassed(())

if ga#59655

7212F3CC8505D0FE

__anon1: bool
__anon1 = undefined_bool(())
address: bitvector<32>
gs#95086: int
gs#95086 = pcnti64_to_pcnti(32)
gs#234115: bitvector
gs#234115 = undefined_bitvector(gs#95086)
address = gs#234115
clear(gs#234115)
clear(gs#95086)
iswrite: bool
iswrite = undefined_bool(())
gs#95105: ()
gs#95105 = CheckAdvSIMDEnabled(())

if exception

target

ECFEDD5393A29067

return = ()

goto

fallthrough

2A87B19E29814759

clear(ga#59655)
clear(__anon1)
clear(address)
clear(iswrite)
clear(gs#95105)

goto

target

057141CEC4952EE4

address = aget_R(n)

if exception

fallthrough

end_block_exception_24163

undefined

0AB168CB46C14F1C

clear(ga#59655)
clear(__anon1)
clear(address)
clear(iswrite)

goto

target

62C6437811EBB9DB

gs#95104: ()
gs#95104 = ()
iswrite = false
gs#95103: ()
gs#95103 = ()
__anon1 = AArch32_CheckAlignment(address, alignment, AccType_VEC, iswrite)

if exception

fallthrough

B6E71BEABACFF109

clear(ga#59655)
clear(__anon1)
clear(address)
clear(iswrite)

goto

target

84239584EC58DA38

gs#95102: ()
gs#95102 = ()
gs#95088: int<64>
gs#95087: int
gs#95087 = pcnti64_to_pcnti(0)
gs#95088 = pcnti_to_pcnti64(gs#95087)
clear(gs#95087)
gs#95090: int<64>
gs#95089: int
gs#95089 = pcnti64_to_pcnti(1)
gs#234116: int
gs#234116 = sub_atom(elements, gs#95089)
gs#95090 = pcnti_to_pcnti64(gs#234116)
clear(gs#234116)
clear(gs#95089)
gs#95092: int<64>
gs#95091: int
gs#95091 = pcnti64_to_pcnti(1)
gs#95092 = pcnti_to_pcnti64(gs#95091)
clear(gs#95091)
e: int<64>
e = gs#95088
gs#95100: ()

goto

fallthrough

for_start_24160

if e > gs#95090

for_end_24161

gs#95101: ()
gs#95101 = ()

if wback

target

FE067BC8EEB1F4FF

ga#59658: bitvector<64>
ga#59656: bitvector<64>
ga#59656 = aget_D(d)
ga#59657: bitvector
ga#59657 = aget_MemU(address, ebytes)

if exception

fallthrough

A4DEFFA274D9820E

if register_index

target

8616453E7BB9724D

return = ()

goto

fallthrough

836031A800DC51E9

ga#59676: bitvector<32>
ga#59674: bitvector<32>
ga#59674 = aget_R(n)

if exception

target

1A13875FC096D316

ga#59678: bitvector<32>
ga#59677: bitvector<32>
ga#59677 = aget_R(n)

if exception

fallthrough

4D95E6CD9D9F3D45

clear(ga#59655)
clear(__anon1)
clear(address)
clear(iswrite)
clear(ga#59676)
clear(ga#59674)

goto

target

55ED18BE754E8ADF

ga#59675: bitvector<32>
gs#234152: int<64>
gs#234152 = pcnti_to_pcnti64(m)
ga#59675 = aget_R(gs#234152)

if exception

fallthrough

5303AA7D28A2F39F

clear(ga#59655)
clear(__anon1)
clear(address)
clear(iswrite)
clear(ga#59676)
clear(ga#59674)
clear(ga#59675)

goto

target

1850E937089B1122

clear(gs#234152)
gs#234149: bitvector
gs#234149 = ga#59674
gs#234150: bitvector
gs#234150 = ga#59675
gs#234151: bitvector
gs#234151 = add_vec(gs#234149, gs#234150)
ga#59676 = gs#234151
clear(gs#234151)
clear(gs#234150)
clear(gs#234149)
clear(ga#59675)
clear(ga#59674)
return = aset_R(n, ga#59676)

if exception

fallthrough

36364F3790CFB947

clear(ga#59655)
clear(__anon1)
clear(address)
clear(iswrite)
clear(ga#59676)

goto

target

A4666FC66120AED8

clear(ga#59676)

goto

fallthrough

66AD454BE5728A2B

goto

EEFF0BD2780A7394

clear(iswrite)
clear(address)
clear(__anon1)

goto

4BB9BDF19913F5E6

clear(ga#59655)

return

C4805AFC3A13A756

clear(ga#59655)
clear(__anon1)
clear(address)
clear(iswrite)
clear(ga#59678)
clear(ga#59677)

goto

target

37C2F044B25DFBAD

gs#95106: int
gs#95106 = pcnti64_to_pcnti(32)
gs#234147: bitvector
gs#234147 = ga#59677
gs#234148: bitvector
gs#234148 = add_vec_int(gs#234147, gs#95106)
ga#59678 = gs#234148
clear(gs#234148)
clear(gs#234147)
clear(gs#95106)
clear(ga#59677)
return = aset_R(n, ga#59678)

if exception

fallthrough

6F9BDF6519ECE1B1

clear(ga#59655)
clear(__anon1)
clear(address)
clear(iswrite)
clear(ga#59678)

goto

target

B2B24BBDBED27401

clear(ga#59678)

goto

fallthrough

1B63E36FBB59AB2D

clear(ga#59655)
clear(__anon1)
clear(address)
clear(iswrite)
clear(gs#95088)
clear(gs#95090)
clear(gs#95092)
clear(e)
clear(gs#95100)
clear(ga#59658)
clear(ga#59656)
clear(ga#59657)

goto

target

99FCEEDC05D093B6

gs#234117: bitvector
gs#234117 = ga#59656
gs#234118: int
gs#234118 = pcnti64_to_pcnti(e)
gs#234119: bitvector
gs#234119 = aset_Elem__0(gs#234117, gs#234118, ga#59657)
ga#59658 = gs#234119
clear(gs#234119)
clear(gs#234118)
clear(gs#234117)
clear(ga#59657)
clear(ga#59656)
gs#95098: ()
gs#95098 = aset_D(d, ga#59658)
clear(ga#59658)
ga#59662: bitvector<64>
ga#59660: bitvector<64>
ga#59660 = aget_D(d2)
ga#59661: bitvector
ga#59659: bitvector<32>
gs#234120: bitvector
gs#234120 = address
gs#234121: int
gs#234121 = pcnti64_to_pcnti(ebytes)
gs#234122: bitvector
gs#234122 = add_vec_int(gs#234120, gs#234121)
ga#59659 = gs#234122
clear(gs#234122)
clear(gs#234121)
clear(gs#234120)
ga#59661 = aget_MemU(ga#59659, ebytes)

if exception

fallthrough

C51E45CEA9E0F4DB

clear(ga#59655)
clear(__anon1)
clear(address)
clear(iswrite)
clear(gs#95088)
clear(gs#95090)
clear(gs#95092)
clear(e)
clear(gs#95100)
clear(ga#59662)
clear(ga#59660)
clear(ga#59661)
clear(ga#59659)

goto

target

461A1D6599D89009

clear(ga#59659)
gs#234123: bitvector
gs#234123 = ga#59660
gs#234124: int
gs#234124 = pcnti64_to_pcnti(e)
gs#234125: bitvector
gs#234125 = aset_Elem__0(gs#234123, gs#234124, ga#59661)
ga#59662 = gs#234125
clear(gs#234125)
clear(gs#234124)
clear(gs#234123)
clear(ga#59661)
clear(ga#59660)
gs#95097: ()
gs#95097 = aset_D(d2, ga#59662)
clear(ga#59662)
ga#59667: bitvector<64>
ga#59665: bitvector<64>
ga#59665 = aget_D(d3)
ga#59666: bitvector
ga#59664: bitvector<32>
ga#59663: int<64>
gs#95093: int
gs#95093 = pcnti64_to_pcnti(2)
gs#234126: int
gs#234126 = pcnti64_to_pcnti(ebytes)
gs#234127: int
gs#234127 = mult_atom(gs#95093, gs#234126)
ga#59663 = pcnti_to_pcnti64(gs#234127)
clear(gs#234127)
clear(gs#234126)
clear(gs#95093)
gs#234128: bitvector
gs#234128 = address
gs#234129: int
gs#234129 = pcnti64_to_pcnti(ga#59663)
gs#234130: bitvector
gs#234130 = add_vec_int(gs#234128, gs#234129)
ga#59664 = gs#234130
clear(gs#234130)
clear(gs#234129)
clear(gs#234128)
clear(ga#59663)
ga#59666 = aget_MemU(ga#59664, ebytes)

if exception

fallthrough

07C4A9BC14553E76

clear(ga#59655)
clear(__anon1)
clear(address)
clear(iswrite)
clear(gs#95088)
clear(gs#95090)
clear(gs#95092)
clear(e)
clear(gs#95100)
clear(ga#59667)
clear(ga#59665)
clear(ga#59666)
clear(ga#59664)

goto

target

A551C476B7C6803A

clear(ga#59664)
gs#234131: bitvector
gs#234131 = ga#59665
gs#234132: int
gs#234132 = pcnti64_to_pcnti(e)
gs#234133: bitvector
gs#234133 = aset_Elem__0(gs#234131, gs#234132, ga#59666)
ga#59667 = gs#234133
clear(gs#234133)
clear(gs#234132)
clear(gs#234131)
clear(ga#59666)
clear(ga#59665)
gs#95096: ()
gs#95096 = aset_D(d3, ga#59667)
clear(ga#59667)
ga#59672: bitvector<64>
ga#59670: bitvector<64>
ga#59670 = aget_D(d4)
ga#59671: bitvector
ga#59669: bitvector<32>
ga#59668: int<64>
gs#95094: int
gs#95094 = pcnti64_to_pcnti(3)
gs#234134: int
gs#234134 = pcnti64_to_pcnti(ebytes)
gs#234135: int
gs#234135 = mult_atom(gs#95094, gs#234134)
ga#59668 = pcnti_to_pcnti64(gs#234135)
clear(gs#234135)
clear(gs#234134)
clear(gs#95094)
gs#234136: bitvector
gs#234136 = address
gs#234137: int
gs#234137 = pcnti64_to_pcnti(ga#59668)
gs#234138: bitvector
gs#234138 = add_vec_int(gs#234136, gs#234137)
ga#59669 = gs#234138
clear(gs#234138)
clear(gs#234137)
clear(gs#234136)
clear(ga#59668)
ga#59671 = aget_MemU(ga#59669, ebytes)

if exception

fallthrough

4CF40FE14FAE48C2

clear(ga#59655)
clear(__anon1)
clear(address)
clear(iswrite)
clear(gs#95088)
clear(gs#95090)
clear(gs#95092)
clear(e)
clear(gs#95100)
clear(ga#59672)
clear(ga#59670)
clear(ga#59671)
clear(ga#59669)

goto

target

4C52C858033E129A

clear(ga#59669)
gs#234139: bitvector
gs#234139 = ga#59670
gs#234140: int
gs#234140 = pcnti64_to_pcnti(e)
gs#234141: bitvector
gs#234141 = aset_Elem__0(gs#234139, gs#234140, ga#59671)
ga#59672 = gs#234141
clear(gs#234141)
clear(gs#234140)
clear(gs#234139)
clear(ga#59671)
clear(ga#59670)
gs#95095: ()
gs#95095 = aset_D(d4, ga#59672)
clear(ga#59672)
ga#59673: int<64>
gs#95099: int
gs#95099 = pcnti64_to_pcnti(4)
gs#234142: int
gs#234142 = pcnti64_to_pcnti(ebytes)
gs#234143: int
gs#234143 = mult_atom(gs#95099, gs#234142)
ga#59673 = pcnti_to_pcnti64(gs#234143)
clear(gs#234143)
clear(gs#234142)
clear(gs#95099)
gs#234144: bitvector
gs#234144 = address
gs#234145: int
gs#234145 = pcnti64_to_pcnti(ga#59673)
gs#234146: bitvector
gs#234146 = add_vec_int(gs#234144, gs#234145)
address = gs#234146
clear(gs#234146)
clear(gs#234145)
clear(gs#234144)
gs#95100 = ()
clear(ga#59673)
e = e + gs#95092

goto

fallthrough

“Nearest common block”
Better Approach

• Walk both sides of conditional


• Compare paths to find first shared 
block


• Print each side until that shared block 
is reached


• Massive reduction in code size


• Linear time



Propagating Bitvector Lengths



• Sail has dependent types, but 
this information is lost in JIB


• JIB has variable-length bit 
vectors


• GenC only has 1, 2, 4, 8-byte 
integers and no allocation

Bitvector Sizes

c = concat(a, b) ❌

c = a + b        ✅



• Compiler pass to propagate 
known sizes


• Emit different code for static vs 
runtime


• Hope we never need to concat 
an unknown

Bitvector Sizes
Static(size = 32 bits)

Runtime(size = local var $foo)

Unknown



Does it work?



Execution traceGuest program



Scalability Issues



Lines of code

C
om

pi
le

 ti
m

e



add(Rd, Rm, Imm) {
    Rd = Rm + Imm
}

Sail

Sail compiler

GenC

GenC_SSA

C++

Captive DBT

t0 = read_reg(Rm)
t1 = Imm

t2 = add(t0, t1)
store(t2, Rd)

JIB
BOOM

Borealis compiler

ArchSim
toolchain

compiled to converted to optimised and
converted to

lowered
into

optimised
and

emitted as

compiled as
component
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}

C

Aarch64 assembly
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beq END
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by



REMOVE ARCHSIM,


More brig detail


More borealis detail

int a = 1;
for (int i = 1; i <= 10; i++) {

a = a + i;
}

C

Aarch64 assembly
mov x0, #1
mov x1, #1

LOOP:
cmp x1, #10
beq END

add x0,x0,x1
add x1,x1,#1
b LOOP

END:
ret

add(Rd, Rm, Imm) {
    Rd = Rm + Imm
}

Sail

Sail compiler

unikernel

t0 = read_reg(Rm)
t1 = Imm

t2 = add(t0, t1)
store(t2, Rd)

JIB
BOOM

impl Arch for Arm64 {
  fn add(ctx: Ctx){
    ctx.emit(load);
    ctx.emit(add);
    ...
  }
}

Rust

Borealis compiler

GCC/Clang/etc

compilation,
optimisation,

codegen

compiled to converted to optimised and
converted to

Brig

compiled as
library of

DBT

ISA module

emulated
by
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Future Work



What’s in an embedded system?

STMicroelectronics



What’s in an embedded system?

Signal R2 rocket control board, Joe Barnard, bps.space



Complete System

Processor

Aarch64

Core

RV32I

I2C

Peripherals

SPI

RTC

Devices

Inertial 
measurement unit

Bluetooth/
WiFi radio

Storage

Display

What’s in an embedded system?



Complete System

Processor

Aarch64

Core

RV32I

I2C

Peripherals

SPI

RTC

Devices

Inertial 
measurement unit

Bluetooth/
WiFi radio

Storage

Display

How do we easily describe this?



Parts Library

Download simulation 
component



STM32F3

I2C interface

Physical

I2C interface

Physical

BMP280

What’s the temperature?

28.3°C

0x3E 0x10

0x3E 0x4E0F



Complete System

Processor

Aarch64

Core

RV32I

I2C

Peripherals

SPI

RTC

Devices

Inertial 
measurement unit

Bluetooth/
WiFi radio

Storage

Display

How do we *performantly* describe this?
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