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Motivation

IoT• is transforming our daily life
IoT• applica5ons major requirements

Scalability, • low latency, resource efficiency
IoT• edge/cloud security and privacy concerns are REAL
Unikernels• can help

MirageOS running on ESP32 boards



Motivation

• Minimal SW stack and interfaces are perfect for security
• But ?
• The system code can be malicious.

• Traditional OSs and Hypervisors are large, complex, and buggy
• This is more common than you think!

XEN vulnerabilities Linux kernel vulnerabiliGes



Motivation

• Trusted execution environments
• Not a new idea 
• Core concepts: TCB, secure storage, remote attestation
• HW-based secure enclaves are usually more secure than the SW-based ones
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ARM TrustZone



Intel SGX

• SGX enclave is a protected area in the application’s address space
• Protects the integrity and confidentiality of data/code from the system code
• Enclaves content is stored in the Enclave Page Cache (EPC)

• EPC is a subset of Processor Reserved Memory (PRM)

• Avoids access from untrusted privileged code to enclaves code/data
• Using access control mechanisms built into the processor
• Memory encryption engine

• The host OS/Hyp handles page faults and resource managements
• No syscall and IO inside enclave



Intel SGX



No technology is perfect

• Every thing is great so far, except secure enclaves are not really secure!

v SGX:
• Cache or page-fault channel attacks [Controlled-Channel Attacks[1], CacheZoom[2], Branch Shadowing[5])
• Spectre attack [8,9]

v TZ:
• Channel attacks [TruSpy[15], ARMageddon[10]]

• Limited public research

• And other issues: performance, scalability, resource limitation

• Lots of things to consider when designing a system using them



Trustworthy enclaves for unikernels

• The project is in early stage!
• High-level idea: provide minimal security services for different type of unikernel applications

• The approach is different from Haven[11] or SCONE[12], do not want to isolate whole apps
• Trusted libraries provide security services for unikernels
• Security services really depends on applications needs

• Secure storage/ secure file system
• Secure NFV/middleboxes [lightbox, S-NFV]
• Integrity monitoring and Attestation

• Easy application deployment with different secure enclave backend?
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Trustworthy enclaves for unikernels

• unikernel monitors:
• Provides minimal hypervisor/emulations interfaces (e.g., ukvm)
• Consider as lightweight Type-II hypervisor 
• ukvm works on ARM64 and X86 

• Project current status:
• Basic enclave-aware unikernel monitor and base (EMON)

• TrustZone (on rpi3) , SGX 
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Possible usecases

• Secure filesystem:
Ø Need to explore different designs:
• A simple in-memory file system inside an enclave
• having data blocks inside the enclave
• Keep data blocks encrypted outside the enclave and manage keys inside the enclave

• Secure edge/cloud data analytics
• Need an attestation mechanism for heterogeneous (SGX-TZ) enclaves

• Secure NFV/middleboxes
• (TZ specific) Secure user interface/ device drivers
• (TZ specific) Integrity monitoring of unikernels at runtime
• Secure intermediate control units across the communication between IoT and Cloud. 



Challenges

• Secure enclaves limitations
• Heterogynous enclaves
• Real-time requirements, performance
• Sensitive multimedia streams and sensors data
• Shared secure resources
• Scalability



Questions?
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